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Abstract—The paper considers an expert system that provides
an assessment of the state of information security in authorities
and organizations of various forms of ownership. The
proposed expert system allows to evaluate the state of
compliance with the requirements of both organizational and
technical measures to ensure the protection of information, as
well as the level of compliance with the requirements of the
information protection system in general. The expert
assessment method is used as a basic method for assessing the
state of information protection. The developed expert system
provides a significant reduction in routine operations during
the audit of information security. The results of the assessment
are presented quite clearly and provide an opportunity for the
leadership of the authorities and organizations to make
informed decisions to further improve the information
protection system.

Keywords-information  security; authorities;  protected
information; information system; coefficient of significance;
organizational and administrative documents; personal data;
audit information security

. INTRODUCTION

The necessity to develop an expert system (ES) to assess
the efficiency of information security is due to a number of
circumstances [1-3].

Due to the large amount of source data, cumbersome
processing procedures, the complexity of making decisions
about the state of information security in organizations in a
large number of factors taken into account, it is almost
impossible to carry out the necessary assessments without
automating this process [4-5]. Automation, in fact, leads to
the creation of an appropriate expert system that implements

978-1-7281-6787-9/20/$31.00 ©2020 IEEE

automated decision support in conducting assessments of the
state of information security.

In the process of assessing the state of information
security and trends of its change, as a rule, an analysis of the
influence of significant factors (parameters, characteristics
and conditions of information systems) on the results of the
assessment is carried out [6-8]. It should be noted that the
need for such an analysis significantly complicates the
requirements for the ES.

If we dwell only on the procedures for collecting data
and assessing the state of information security, it would be
sufficient to develop an appropriate database and program
for calculating indicators. However, in practice it is
necessary not only to assess the state of information security,
but also to establish the factors, the change of which will
increase the security of information systems from destructive
information impacts.

Such an analysis could be carried out on the basis of
multiple calculations of indicators for evaluating information
security according to the developed analytical ratios,
however, it is necessary to vary a large number of individual
indicators used in the calculations of complex performance
indicators. An important role in assessing the state of
information security is the assignment of weights to
indicators of all levels, which is usually carried out using
expert survey methods, which leads to deviations in the
results of the assessment and the need to adjust the weights
of the indicators [9-10]. The results of expert evaluation
largely depend on the method used, but in any case, these
procedures are quite routine.

In the presence of incomplete or fuzzy source data, the
results of previously conducted analyzes of the state of
information security can be an important help, but time-



consuming procedures for comparing numerous source data
make it extremely difficult to use direct methods for
calculating indicators in the interests of such analysis [11-
12]. The proposed expert system is a specialized software
product installed on automated workplaces of both
specialists responsible for ensuring information security and
managers of an organization.

Il. STAGES OF PERFORMANCE EVALUATION

The expert system provides the ability to assess the
effectiveness of information protection at the pre-design
stage of creating information protection systems when
conducting an internal (external) information security audit
to determine whether information systems comply with
information security requirements [13-15].

Work on assessing the effectiveness of information
security is carried out by performing the following
procedures:

Stage 1 - preparation of the initial data;

Stage 2 monitoring the implementation of
requirements;

Stage 3 - calculation of integrated indicators for
assessing the state of the information protection
system (IPS).

A. The Stage of Preparation of the Initial Data

At stage 1, the following source data is prepared:

The list of types of protected information {hi} (the
main types of protected information are: information
containing information constituting state secrets,
proprietary information, personal data, publicly
available information);

Lists of requirements for the composition of
organizational and administrative documents (OAD)
set forth in regulatory acts {pra} and regulatory
documents {prd} in the field of information security
[16] (requirements tables are generated for each type
of protected information );

Lists of requirements for information security units
{ps} and qualifications of employees of these units
{ps} [17];

List of types of information systems {3};

A list of requirements for IPS information systems
and IPS information systems of personal data, as
well as the level of personal data security { pfp };
Classes of security of information systems { qis };
Types of information systems operating in the
organization;

The number of information systems of each type.

Stage of Monitoring the Implementation of
Requirements

In stage 2, the following activities are carried out:

Step 1. Formation of questionnaires for monitoring the
implementation of requirements.

Step 2. Directly monitoring the implementation of the
requirements, carried out by the method of questioning.
Taking into account the information available in the
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database, the input data, the following questionnaires are
automatically generated.

Questionnaire requirements for the composition of
the OSA, set out in regulatory legal acts;
Questionnaire requirements for the composition of
the OSA, set out in the regulatory documents in the
field of information protection;

Questionnaire of requirements for the qualification
level of specialists of the unit providing information
security in the organization;

Questionnaire requirements for the composition of
departments, specialists, providing information
security;

Questionnaire requirements for the information
system information protection system.

These requirements are determined taking into account
the class of protection of the information system and the
basic set of requirements for the information security system
of the information system. The number of questionnaires
with the requirements for information security systems of
information systems corresponds to the number of
information systems operating in the organization [18-19].

Step 3. Monitoring the implementation of the
requirements is carried out by members of the commission
responsible for ensuring information security in the
organization. In the course of the control, the fulfillment of
the requirements for each questionnaire is checked, and in
the column “Single indicators, actual fulfillment”, “1” is put
down if the requirement is met and “0” otherwise.

C. The Stage of Calculation of Complex Indicators for
Assessing the State of the Information Protection System

The degree of fulfillment of requirements for each
functional subsystem Wrm is calculated from the
dependence of formula (1):

ni _ Zh prh I

r Z p'Tl'J!’ O‘:: W < 1 (1)
where p2t s the required value of a single indicator, r = 1: R
is the number of functional subsystems in the IPS of the i-th
IS, h = 1: H,, H, is the number of unit requirements for the r-
th functional subsystem of the IPS of the i-th information
system.

The value of Hr depends on the IS security class (level of
personal data security); p,, 1 the actual implementation of
the h-th requirement in the r-th functional subsystem of the i-
th information system. The calculation of the complex
indicator of the degree of fulfillment of the requirements for
the composition of the OSA set forth in the normative
documents in the field of PF -W™= F (p2*), is carried out
taking into account the following dependence of formula (2):

s = TP oy < g @)
D U
where pq’m, prP2 are the requirements for the composition of

the OSA set forth in the normative documents in the field of
IS, and their actual fulfillment. A comprehensive indicator of
the degree of fulfillment of the requirements for the



composition of the OSA set forth in regulatory legal acts —
WRA is calculated using the formula (3):

wen = Z5Ps g pram <

ZIS p;ﬁn' (3)
where p?*™®, pT _ requirements for the development of the
document required in accordance with the requirements of
the regulatory framework in the field of IS, and its actual
implementation. The calculation of the complex indicator of
the degree of fulfillment of the requirements for the structure
and composition of the information security unit — W¢ ==
(p5n) is performed as follows using formula (4):

WC _lel’lp?]"foq C = 4
T Vi =wi=1 (4)

where pi¢ p®C are the requirements for the structure and
composition of the information security unit and their actual
implementation. The complex indicator of the degree of
fulfillment of the requirements for the qualifications of
information security department specialists - WX == F (pg ) -
is calculated from the depen%ence of formula (5):

we= 2L ©

arq

where p7%, pF* are the requirements for the qualifications of
the information security department’s specialists and their
actual fulfillment.

O=wx=1

I1l.  ALGORITHMIZATION OF THE PROCESS OF
CALCULATING A COMPREHENSIVE INDICATOR OF THE
EFFICIENCY OF INFORMATION SECURITY MEASURES

The calculation of performance indicators is carried out
in accordance with the algorithm shown in Fig. 1. The expert
system is implemented as a software product for which there
is a certificate of state registration of computer programs.
The sequence of work using the expert system is shown in
Fig. 2. Experimental studies of the state of information
security assessment (ISA) program (ISMS) were carried out
using the principles of unit testing. In the course of
conducting experimental studies, it was determined that the
algorithm for assessing the degree of fulfillment of
requirements has such essential properties as discreteness,
determinism, finiteness, and effectiveness.

In the expert system, it is assumed that all functional
subsystems R have the same effect on the fulfillment of the
requirements of IPS IS. Therefore, the complex indicators of
the degree of fulfillment of the requirements for IPS for IS,
functioning in an organization - W{* - are calculated by
formula (6):

. BpH ;

Wit = 2L 0= W < 1 (6)
R

where r = 1: R, R is the number of functional subsystems in
the IPS of the i-th IS. The next step is the calculation of
complex indicators characterizing the degree of
implementation of organizational, legal and technical
measures to protect information in the organization.

A complex indicator to organizational measures to
protect information W°= F (W¢ W¥) is calculated by the
formula (7):
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| Tmpizp® %)
EmPmtlapg
In a similar way, a complex indicator of the degree of
fulfillment of the requirements for legal measures of 1S W
= F (Wil wHa) s calculated.

we ,0=wo =1

/" Input of the initial |
/ data y

Figure 1. First half of algorithm for calculating performance indicators
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W™ = (b, X W*+ b, X W™+ b, X W“)‘ st

Qutput
Results

the end

Figure 2. Second half of algorithm for calculating performance indicators
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When calculating the complex indicator of the
effectiveness of technical measures to protect information in
the information system - W' = F (W/® )- it is necessary to
take into account that information about limited access of
different confidentiality levels is being processed, as
previously indicated. Violations of IS protection, processing
information of various types of confidentiality, have different
significance in the formation of a complex indicator - W',
Taking into account the above, when calculating the
indicator, weighting coefficients of the IS are introduced, the
complex indicator W' is calculated by the formula (8):

WE =Yaq«WFroswh <1 )
where q; is the coefficient of significance of the i-th IS
W), Za; =1

The final step in evaluating the effectiveness is the
calculation of the complex indicator W%, When calculating
W75 the degree of fulfillment of requirements on protected
IS (W), degree of fulfillment of organizational (W°) and
legal (W) requirements in the interests of ensuring
information security in the organization are taken into
account.

The contribution of each indicator to the provision of
information security is of different weights, so W5 is
calculated using the formula (9):

WSS =pb, «W+Db, * Wt + by« WS,  0< WSS <1,(9)

where b1, b2, b3 are the coefficients of significance of the
indicators W°, WL and W', respectively, bl + b2 + b3 = 1.

The coefficients of significance a;, bl, b2, b3 are
determined taking into account the recommendations based
on the results of an expert survey [20-22]. The sequence of
work using the expert system is shown in Fig. 3.

(stage1
ePrimary database filling
eDefinition and input of weight coefficients

*Entering into the database system
characteristics

( Stage 2
eFormation of control of the implementation of
requirements

eCarrying out the control of the implementation
of requirements

*Entering control results in the database

Stage3
eCalculation of integrated assessmentindicators

-

Stage4
eInformation security state
*Security Analysis

Figure 3. The sequence of work using the expert system



It is established that the developed program ISA ISMS

after testing and debugging:

e  Provides the correct results for solving the problem;

e Has a low probability of failure in the process of
solving the problem;

e Provides sufficient performance for solving the
problem;

e Meets the
(applicability).

requirements  of  practicality
IV. CONCLUSION

Thus, it can be concluded that the proposed mathematical

model, algorithm and program can be used in the practical
activities of the units responsible for the security of
information. The described expert system, unlike the existing
ones, allows you to perform rapid assessment of the state of
information security of authorities and organizations during
an information security audit, while periodically monitoring
the effectiveness of information security, automate the
process of developing recommendations for improving the
organization's information security system, and also provides
a solution to assessment tasks and analysis of the state of
information security systems.
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